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Who Are We?

Founder & CEO, LMG Security 

Training:  Black Hat, FDIC, ABA, & more

“Alien” from “Breaking & Entering”

NEW BOOK! “Data Breaches” 

Incident Response Technical Lead

Black Hat Instructor

Research & Development 

Evil, sometimes.

Matt DurrinSherri Davidoff

New Book! 

Ransomware Response 
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Today’s Roadmap

• Supply-chain incident tips & tricks

• Mass 0-day exploits, such as the recent 
Exchange vulnerability

• How to manage remote worker 
compromise

• Integrating threat hunting into your 
response operations
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https://www.cnn.com/2021/06/09/busin
ess/jbs-cyberattack-11-million/index.htmlhttps://www.cpomagazine.com/cyber-security/are-ransomware-attacks-on-critical-infrastructure-

becoming-a-cybercrime-trend-meat-processing-giant-jbs-colonial-pipeline-may-only-be-the-beginning/

https://www.bloomberg.com/news/articles/2021-05-31/meat-is-latest-cyber-victim-as-hackers-hit-
top-supplier-jbs

https://www.usatoday.com/story/money/shopping/2021/06/01/jbs-cyberattack-worlds-largest-meat-supplier-closes-5-beef-plants/7493850002/



Ransomware Attacks 

https://searchsecurity.techtarget.com/news/252500769/V
erizon-DBIR-shows-sharp-increase-in-ransomware-attacks



Colonial Pipeline Attack

https://www.foxbusiness.com/energy/colonial-pipeline-shutdown



Who Were the Hackers?

https://www.elliptic.co/blog/darkside-ransomware-has-netted-over-90-million-in-bitcoin



Ransomware as a Franchise

https://www.cnbc.com/2021/06/02/h
acker-group-darksides-operates-in-a-
similar-way-to-a-franchise-new-york-
times-reporter-says.html



Point-and-Click Ransomware

6/17/2021



Darkside’s Methodology

https://twitter.com/cyberwarfarelab/status/1393961644657569797/photo/1



Legitimate Tools, Criminal Use

“Nearly 60% of PowerShell 
exploits employ Cobalt Strike, 
and some 12% of attacks use a 
combination of Cobalt Strike 
and Microsoft Windows tools 
PowerShell and PsExec.”

https://www.darkreading.com/attacks-breaches/cobalt-strike-becomes-a-preferred-hacking-tool-by-cybercrime-apt-
groups/d/d-id/1341073



The Attackers Lurk…



What are the Attackers Doing?



What are the Attackers Doing?



Threat Hunting

• Proactive, human-driven 

• Specialized tools

• Search for subtle indicators of 
compromise

• Find and eradicate persistent 
threats

• Prevent repeat ransomware 
infections



Colonial Pipeline Paid the Ransom

https://www.bloomberg.com/news/articles/2021-05-13/colonial-pipeline-paid-hackers-
nearly-5-million-in-ransom

https://medium.com/cloud-security/colonial-pipeline-hack-4486d16f2957



Hackers with Morals?



Problems in Paradise



…Trouble on the Darkside

https://krebsonsecurity.com/2021/05/darkside-ransomware-gang-quits-after-servers-bitcoin-stash-seized/



Criminals Overreach…



Darkside On Trial

https://threatpost.com/darkside-hackers-court-paying-affiliates/166393/



XSS.is: The Russian Hacker Court



Escrow Rules for XSS.is
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https://arstechnica.com/gadgets/2021/06/us-seizes-2-3-million-colonial-pipeline-paid-to-ransomware-attackers/



Law Enforcement Intervention
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https://www.securitymagazine.com/articles/9
5366-us-to-treat-ransomware-like-terrorism



Nuclear Option



Criminals are "Undeterred"

https://threatpost.com/revil-spill-details-us-attacks/166669/



Potential Policy Shift

https://www.bloomberg.com/news/articles/2021-06-06/lawmakers-say-u-s-cyber-ransom-payments-should-be-disclosed



Increased Government Oversight



New Executive Order



Supplier Cybersecurity & Response

• Improve software supply chain 
Security

• Increase information sharing 
capabilities

• Modernize and implement stronger 
cybersecurity requirements for 
suppliers

• Default contractual requirements 

• Improve supplier detection 
capabilities

• Formalize supplier response policies



Software Bill of Materials (SBOM)

• Provide SBOMs for all products in use

• Maintain supply chain and code 
integrity with automated tools

• Frequent checks for vulnerabilities

• Participate in a vulnerability disclosure 
program

• Maintain up-to-date data on code, 
components, and controls for both 
primary and third-party software for 
each application

• Audit and enforce controls



Supplier Attacks

https://www.themoscowtimes.com/2021/05/28/
russian-solarwinds-hackers-target-150-
organizations-in-new-attack-a74047



Solar Winds Update

https://www.npr.org/2021/05/28/1001367629/russian-hackers-launched-a-new-supply-chain-hack-this-time-they-phished
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Adapt Your Response Processes

• Stay Up to Date on legislation & 
regulations

• Include suppliers/contractors

• Check your cloud logs/evidence

• Prepare for LE involvement

• Monitor your high risk scenarios

• Understand your insurance 
coverage

• Include remote workers/contractors



Case: Response w/ Remote Workforce

• Professional services firm

• ~50 employees

• ~300 contractors

• Remote access w/ VPN

• Policy against using 
personal devices

• …but everybody did it 



Remote Workers



Ransomware Strikes!

• Monday morning -
employees arrive

• Web servers, databases and 
production systems are all 
offline

• Ransom notes on the 
screens
- Print-bombed the ransom 

note, too

• VPN is down



Data is Gone! (Forever?)

• Primary data servers encrypted

• Backups are fully encrypted too 
(unrecoverable)

• Key operational data was 
unrecoverable
- Financial data

- Employee records

- Vendor data

- Intellectual property
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Threats to Publicly Leak Data

RANSOM 

DEMAND: 

$1,200,000

Today: 77% of all ransomware cases 
involve data theft



Triple Extortion

https://granthshala.com/hackers-behind-jbs-ransomware-have-new-extortion-tactic/



• Flashback to 2016: TheDarkOverlord

• Schools, hospitals, any org

• Threatens community members

• Parents, students

• Text messages

• Phone calls

Not Really New…

www.LMGsecurity.comCopyright LMG Security 2019. All rights reserved.



Happy Blog!



• IT

• Insurance

• Outside Attorneys

• Forensics (LMG)

Who’s Involved?
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Triage

• Prioritize

• What 
systems are needed to operate?

• What information is at risk?

• Eradicate the threat

• Available resources

• Come up with a game plan



Why Preserve Evidence?

• Rule out a breach

• Understand what was affected

• Trace the attackers’ footprints

• Avoid overnotification

• Digital evidence spoils easily!



Common Evidence Preservation Mistakes

1. Destroyed during recovery
- Format & reinstall 

2. Too late 
- Example: Email hacking case

3. Curiosity
- Opening files, changing last access 

times





Rapid Containment

• Kill all remote sessions

• Reset passwords IMMEDIATELY

• Disconnect VPN

• Disconnect primary servers 
from the network

• Configure secure remote access





Working Backwards…

• Ransomware detonated at 2am 
Monday

• Pushed from the domain 
controller via PSEXEC

• RDP connected using a service 
account



Begin the Hunt

• Adversary was Egregor

• Cobalt Strike

• Ransomware Executables

• Malicious network traffic

• Encoded Powershell
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Finding Beacons
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Malicious Network Communication



What About Remote Workers?

• Not connected…yet

• Infected systems

• Can’t find until reconnect

• No control over personal systems

• Global IP addresses (can’t just block 
Russia)



MacGyvered It

• Used Carbon Black

• Emailed installers to staff

• MUCH better ahead of time!
- An ounce of prevention…



Visibility into Remote Workstations

• Centrally managed security 
software

• Both corp. & personal 
devices if used

• MDM Software

• Endpoint detection





Risk of a Breach

• Financial 

• Reputational

• Legal

You have to know:

• What data you have

• What laws/obligations 
apply





Recovery & Restoration

• You must rebuild or clean all systems

• Antivirus helps but isn’t perfect

• Monitor each system before putting 
back on the network

• Purchased a decryptor

• Test the decryptor (often infected)

• Doing it right takes time
- Rushing = reinfection



Restoring Remote Access

• Custom applications needed to 
be rebuilt

• Overseas contractors needed 
access

• Language barriers

• Whitelisting VPN traffic from geo-
blocked areas
- Russia

- China

- India

• Adjusted hours to accommodate 
time shifts



Your Response Needs to be FAST!

• What can slow it down?

• Communication problems

- Language barrier between teams

• Lack of control over remote 
systems

• Lack of data inventory
- What needs to be restored?

• Not knowing legal/contractual 
obligations

• Is it a potential breach?

• Lack of documented recovery plan



Create Response Resources in Advance

• Data Inventory

• Current List of Obligations

• Technical documentation
- Network Map

- Passwords

- Dependencies

• Communications Plan
- Out-of-band

- After hours

- Language





Outcome

• Salesman who had been working 
remotely from home

• Personal computer

• Received a phishing email

• Computer became infected. 

• VPN – dropped beacon & spread

• Paid $950,000

• Risk of a breach (investigation 
ongoing)



Conduct Response Training

• Educate onsite IT staff

• Evidence preservation & response 
basics

• SMBs/ non-profits

• Prevent evidence destruction 

• Quick containment by first responders

• More support for widespread events 



Tabletop Exercises

• Live simulated cyber events
- Ransomware

- BEC

- Malware

- Supply chain attacks & more

• Test processes, communications, etc.

• Clarify roles & responsibilities

• Align expectations & Identify gaps

• Fun & educational



Technical Training for First Responders

• NEW! On-Demand

• Cyber First Responder Class

• Ransomware Response

• Practical response training
- Ransomware, cloud, malware & more
- Evidence preservation, investigation, response

• Reduce risk for your organization

• Hands on labs! (Up to 80 hours or 90 days)

Now available on-demand:

https://www.LMGsecurity.com/RansomwareClass
https://www.LMGsecurity.com/CFR

https://www.lmgsecurity.com/ransomwareclass
https://www.lmgsecurity.com/


Recap of Trends

• Ransomware Attacks & Demand $$

• Point & Click Ransomware Tools

• Hackers Use Legitimate Tools

• Law Enforcement Intervention

• Increased Gov Oversight

• Remote workers = new norm

• Triple extortion

• Risk of a Breach



Takeaways

• Threat Hunting is key

• Adapt Your Response Processes

• Visibility into Remote Workstations

• Create Response Resources in 
Advance

• Conduct Responder Training



Questions?

• Sherri Davidoff/ Matt Durrin

• training@LMGsecurity.com

• @LMGSecurity

• Find us on 

Now available on-demand:

https://www.LMGsecurity.com/RansomwareClass
https://www.LMGsecurity.com/CFR

mailto:info@lmgsecurity.com
https://www.lmgsecurity.com/RansomwareClass
https://www.lmgsecurity.com/

